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VPS will need to use an account to connect to the computer which it is set to monitor. VPS prefers to use an AD account
to monitor servers. There are two methods of granting the access to the account you create for VPS: (1) give it local
administrators privileges and (2) grant only the specific permissions needed by VPS. This document will step you though
assigning only the specific permissioned needed by VPS to collect performance and configuration data. These

permissions should be applied to the machine which will be monitored by VPS and can be summed up as WMI, COM,
and Performance Counter security.

Create and Active Directory Account

1) Create a new Active Directory account.

Grant Permission to WM

Now that the account has been created, you will need to establish WMI permissions on the server which is going to be
monitored.

1) Run WMIMgMt.msc

J Run

Type the name of a pregram, folder, document, er Internet
resource, and Windows will open it for you,

@

Cancel Browse...

2) Right-click “WMI Control (local)” then click “Properties”
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ﬁ wmimgmt - [Consecle Root\WMI Contrel (Local)]
& File
a2 mE B

[C3 Censcle Root
i WMIC

Action View Favorites Window Help

Connect to ancther computer ...

L ’ :th

Mew Window from Here

Mew Taskpad View...

Pmp-ert%

Help

3) Select the “Security” Tab.

4) Click on the top item in the displayed tree. The item is called “Root”.

5) Click “Security” at the bottom of the dialog.

W Control (Local) Properties ? X

Genersl Backup/Restore  Securty  Advanced

Mamespace navigation allows you to set namespace specific security.

ERYE

6) Click “Advanced”
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Security

Group or user names:

SR Autherticated Users

SR LOCAL SERVICE

SR NETWORK SERVICE

SR Administrators (VPTTESTW2K 16\ Administrators)

Add...

Permissions for Administrators Allow Dery
Execute Methods O -
Full Wiite O
Partial Write O
Provider Write O
Enable Accourt [ o

For special permissions or advanced settings,
click Advanced.

QK Cancel Apply

7) Click “Add”

Security for Root X

Advanced Security Settings for Root

Chwner: Administraters (VPTTESTW2K18\Administrators) Change

Permissions Auditing

Permission entries:

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available).

Type Principal Access Inherited from Applies to
SR Allow  Authenticated Users Special Nene This namespace and subname...
R Allow  LOCAL SERVICE Special None This namespace and subname...
HR Allow  NETWORK SERVICE Special Nene This namespace and subname...
R Allow  Administrators (VPTTESTW2K... Special Mone This namespace and subname...

Add ﬁ Remove View

Disable inheritance

Cancel Apply

8) Select the AD Account which you created.

9) Ensure that the “Type” is “Allowed”.

10) Ensure that the “Applies to” is “This namespace and subnamespaces”.

11) Select all permissions checkboxes.
12) Click OK.
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Permission Entry for Root

Principal:  VP5 Scanner (WPTLocal\WP5 Scanner) Select a principal

St

Type: Allow
Applies to: | This namespace and subnamespaces ~
Permissions:

Execute Methods

Full Write

Partial Write

Provider Write

] Only apply these permissions to objects and/or containers within this container

13) Click OK to save the account permissions.
14) Click OK to save the permissions to WMI.

Grant Permission to COM

Enable Account
Remote Enable
Read Security
Edit Security

1) Run DCOMcnfg.exe

4 Run

=) Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | EEERRERS c

g Cancel Browse...

2) Expand, “Console Root” -> “Component Services” -> “Computers” -> “My Computer”.

3) Right-click “My Computer” and click “Properties”
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o -
#: Component Services

o= 2E XE

% File Action View Window Help

@ (= HFE D2

[ Console Root
v (% Component Services
w [ | Computers
1 My Computer
f2] Event Viewer (Lo
5 Services (Local)

Mame
~| COM+ Applications
| DCOM Config

Refresh all components N )
Zoordi..

Wiew »
MNew Window from Here

Export List...

4) Select the “COM Security” tab
5) Under the section “Launch and Activation Permissions”, click “Edit Limits”.

My Computer Properties ? *
General Options Console Root\Component Servig
Default Protocols COM Security MSDTC

Access Pemmissions

You may edit wha is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access permissions can affect the ability
! of applications to start, connect, function and/or run

securely.

Edit Limits

Launch and Activation Permissions

You may edit who is allowed by defautt to launch applications or
activate objects. You may also set imits on applications that

determine their own pemissions.

Caution: Modifying launch and activation permissions can
! affect the ability of applications to start, connect, function

and//or run securely.

Edit Limrts...‘k

Leam more about setting these properties.

OK

Edit Default

Edit Default...

Cancel HApphy

6) Click Add
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i General Options Default Properties

' Defaut Protocols COM Securty MSDTC

|

| oo B, I
| Launch and Activation Permission ? *

| Security Limits

|

Group or user names:

S8 Everyone

[EALL APPLICATION PACKAGES

S8 Administrators (VPTTES TW2K16\Administrators)

SR Peformance Log Users (VPTTESTW2K16'\Performance Lo...
H8 Distibuted COM Users (VPTTESTW2K16\Distributed COM ...

o g

Pemissions for Administrators Allow Deny
Local Launch O
Remote Launch O
Local Activation O
Remote Activation O

oK Cancel
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7) Type in the AD user account name that you created for VPS then click OK.

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Users. Groups, or Builtin securty principals | Object Types...

From this location:

|‘u"PT.I0caI | Locations...

Enter the object names to select (eamples):

WPS Scanner Check Names
Advanced... QK . Cancel

ey

8) Ensure that “Remote Launch” and “Remote Activation” are selected then click OK.
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Launch and Activation Permission ? >
Securty Limits
(Group or user names:

52 Administrators (VP TTESTW 2K 16" Administrators) ~
52 Pedformance Log Users (VPTTESTW2K 16 \Performance L
SR Distributed COM Users (VPTTESTW 2K 16 \Distributed CON
BB VPS Scanner (VPTLocal\WP5 Scanner)

W
£ >
Add.. Remowve
Permizsions for VPS5 Scanner Allow Dery
Local Launch ] ]
Remote Launch ]
Local Activation ] ]
Remote Activation O

9) Click OK to save COM security.

Grant Permission to Performance Counters

1) Run CompMgmt.msc
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= Run >

—=  Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

(ol Compligmt.msd v

2) Expand “System Tools” -> “Local Users and Groups” -> “Groups” and then locate the group called “Performance

Log Users”.

m—=r

Cancel

Browse...

3) Right-click on “Performance Log Users” and click “Add to group...”

A Computer Management

File Action View Help

o= | HEXEE HE

;g- Computer Management (Local)
v fi} System Tools
@ Task Scheduler
@] Event Viewer
| Shared Folders
v & Local Users and Groups
| Users
| Groups
(&) Performance
4 Device Manager
v 23 Storage
1 Windows Server Backup
= Disk Management

ﬁ,} Services and Applications

MName

%Access Control Assistance Operators
%Administrators

%;Eackup Operators

%-;Certificate Service DCOM Access
%-;Cr}rptographic Operators

&/ Distributed COM Users

%E\rent Log Readers

%Guests

%;H}rper—‘u’ Administrators
&el11s_|usRs

%-;Netwnrk Configuration Operators

on lleere

%Performar Add to Group... ﬁ Mernbers of this group can acces..,
%PowerUse All Tasks . Power Users are included for back...
%Print Opel Members can administer printers ...
JRDS Endp Delete Servers in this group run virtual m...
%-;RDS Manz Rename Servers in this group can perform ...
%-:RDS Remc . Servers in this group enable users ...
%Remote D Properties Mermnbers in this group are grante...
%Remotel\r Help Members of this group can acces..
%Replicator Supports file replication in a dom...
%-;Storage Replica Administrators Members of this group have com...
[ S = I, A Ak Reoon Klwbmer f Hoic mrosim ee o

Description

Mermnbers of this group can remot...
Administrators have complete an...
Backup Operators can override se..
Members of this group are allowe...
Members are authorized to perfor...
Members are allowed to launch, a...
Mermnbers of this group can read e...
Guests have the same access as m...
Members of this group have com..
Built-in group used by Internet Inf...
Members in this group can have s...

Members of this group may sche...

4) Click the “add” button on the lower left of the users selection dialog.
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Performance Log Users Properties ? X

General Console Root\Computer Management (Local)... |

k‘l Performance Log Users

Description: Members of this group may schedule logging of
performance counters, enable trace providers, and

Members:

] Changes to a user's group membership
Remove are not effective until the next time the

user logs on.

Lok || Camcel || mey || Heb |

5) Type in the AD user account name that you created for VPS then click OK.

Select Users, Computers, Service Accounts, or Groups >
Select this object type:

|Llsem. Service Accounts, or Groups | | Object Types... |
From this location:

|VPT local || Locations... |

Erterthe object names to select {examples):

VPS5 Scanned Check Names

6) Click Ok.

The service account you created for VPS should now have all the permissions it needs to monitor the
machine.
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